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LCG Baseline Services

“The storage system should respect permissions on directories based on
VOMS roles and groups.”

­Working Group Report, June 24, 2005

● Roles assigned by VO according to expected functions
● Privileges granted by site according to role
● Roles used in both Compute Elements and Storage Elements.
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Software Components
● VOMS
● voms­proxy­init
● srmcp
● SRM­dCache
● gPlazma Cell
● Privilege jar
● GUMS
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gPlazma Authorization
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gPlazma as a cell in dCache
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AuthDB Web Service
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SRM­dCache Code
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= specific to SRM­dCache
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storage­authdb file

● Maps usernames to
– Permissions
– uid, gid
– Rootpath

example storage­authdb:

authorize      cmsprod   read­write    9811   5063       /pnfs/fnal.gov/data/cmsprod
authorize    uscms001   read­write    9001   5077       /pnfs/fnal.gov/usr/cms
...
authorize    uscms499   read­write    9499   5077       /pnfs/fnal.gov/usr/cms       
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Future Developments

● Dynamically assign rootpath based on DN
– User's directory independent of site.

● storage­authdb as a web service
– db­backed

● Synchronization of GUMS and storage­authdb
– Possibly common database if deployed with GUMS.

● Assign attributes at run­time
– Customize privileges offered, without recompiling code. 


